
Service Offering
Methods understands access is one of the most exploited and 
abused aspects of security, because it is the portal and it leads 
to critical assets of the organisation.  Access controls need to 
be applied in a layered defense-in-depth model and, with our 
understanding, we assist organisations in how to control these 
exploits and plug the gaps.  We guide organisations in exploring 
access control conceptually and dig into the technologies the 
industry puts in place to enforce these concepts. 

We recognise all the technologies and processes to make up a 
full enterprise Identity Management (IdM) security architecture 
design solution, as part of the organisation’s strategic roadmap, 
which encompass the following key areas:

User account 
management

Credential 
management

Single sign-on (SSO) 
functionality

Auditing and 
monitoring

Access control Managing rights and 
permissions for user 
accounts

Identity & Access 
Management 
Zero Trust Strategy
Zero Trust is a framework for securing infrastructure and 
data for today's modern digital transformation.  Facilitating 
the development of frameworks of policies and technologies 
to ensure that the right users (part of the ecosystem within 
an enterprise) have the appropriate and proportional access 
to resources as part of a zero-trust model. Establishing 
a correct bridge between people, process, and products 
(technologies), allowing for the management of identities 
and access to the assets of an enterprise. 



Our objective is to ensure organisations are provided industry best practice strategies by offering the following:

•   �Create user  
identities 

•   �Define group 
membership

•   �Define systems

•  �Revoking 
permissions and 
unauthorising 
user identities to 
enterprise systems

•  �Validates user 
identities using 
SSO services 

•  �Defining 
organisations 
IAM guideline 
to write rules/
policies

•   �Determines the 
rights to access 
the systems

•   �Managing the 
systems

•   �Defining password 
dictionary

•   �Enabling  
password polices 

•   �Sync password 
with end points

•   �Password changes 
and resets 

•   �Updating personal 
information 

•   �User attributes 
sync with other 
systems as 
required

Provisioning 

Deprovisioning 

Start of  
User Identity 

End of  
User Identity 

Authentication

Governance

Authorisation 

Password Management

Self-Service

Key Service Features Key Service Benefits
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•  �Authentication, Authorisation, Accountability,  
and Audit

•  �User management - single sign on, federation

•  �Establishing a consistent user experience across 
multiple systems/domains

•  �Enabling a single sign-on, allowing users quick and 
secure access

•  �Reducing reliance on remembering multiple complex 
passwords

•  �Providing a central encrypted location of audit trails of 
user actions

•  �Automation of actions for JML and associated access 
to resources

•  �Improved management of user provision and 
deprovision of resources

•  �Intrusion detection,  intrusion prevention, and 
Information Right management systems for 
unauthorised access 

•  �Pre and post network access verification and 
validation

•  �Central user repository

•  �Separation of duties and separation of privileges

•  �Granular polices in a zero-trust model design

•  �Realtime detection and automation response

•  �Ensuring “need to know” and “least-privilege” 
principles are adopted

•  �Adhering to industry best practice for IdM


