Security Audit methods 1
and Review

We offer a thorough security audit and review,
assessing an organisation's information system
against an audit checklist of industry best practices,
external standards, and regulatory requirements. This
includes Cyber Essentials pre-certification audits,
reviews, and gap analysis.

Service Offering

We deliver a systematic and measurable technical assessment of policies and practices that will enable and
enhance the organisation’s information security system. This ensures a continuous process of determining and
maintaining security policies, adhering to NCSC standards consisting of:

Ensuring the continuous Advice and guidance to
improvement of internal clients on maintaining
or external cyber security their business objectives

standards, policies, and and strategic roadmap
procedures

Advice and guidance to clients

to assist them in meeting and
maintaining certification or —O
compliance requirements

Evaluating existing cyber
security policies and
procedures, providing
recommendations for

changes or improvements

b

Providing reports to the
organisation instilling
confidence in their adherence
to internal and external cyber

Conducting a thorough
review of existing cyber
security artifacts, such as
designs, risk analysis, and

security claims, provided by security policies, procedures,
organisation stakeholders or Performing reviews and external security
third-party business partners, and audits for the requirements

in support of audit activities organisation



Obtain audit

Obtain insight
engagement

* Business Model

* Management
Practice

* Specific
Requirements &
Key Issues

Identity Risk Areas
¢ Judging Materiality
¢ Creating Strategy

Audit and Assurance

Audit planning

* Enter Audit Software

* Perform Audit
Procedures

e Checklist

Audit file
review

Issue financial
statements

e Audit Manager
Review

* Partner Review

* Client Meeting to
Resolve Issues

* Quality & KPI Review

Our objective is to ensure organisations are provided industry best practice strategies by offering

the following:

Key Service Features

Review of policy criteria and procedural
requirements

Performing security compliance audit in
accordance with methodology/framework
Defining and implementing procedures and
techniques for continuous compliance
Performing a thorough security assessment
and analysis

Covering security compliance audits,
investigations, and information risk
management

Assessing the existing information auditing
function currently in place

Conducting assessments that encompass the
information assurance control objectives of
the organisation

Developing audit plans that take into account
the organisation's risk appetite and business
objectives

Providing recommendations based on audit
findings and developing a comprehensive plan
of action

Recommendations for efficient and cost-
effective options to address non-compliance

Office locations:

London | Birmingham | Bristol | Cardiff |

> info@methods.co.uk

Key Service Benefits

Chelmsford |

020 7240 1121

Business and system improvements in the internal
systems/controls

Providing credibility in organisation security posture
Promoting best practices for controls

Identifies operational inefficiencies and waste
Reviews IT projects, systems, people, processes,
and technology

Provides an independent and objective insight
Assesses efficient and responsible use of resources
Meets the statutory and regulatory requirements in
the industry

Improves planning and budgeting for the
organisation

Determines the adequacy of internal controls

Edinburgh | Manchester | Sheffield

@ www.methods.co.uk




